

EMPLOYEE SECURITY WALLET CARD 

front




   
  back 


LISTEN TO KZSU (90.1FM) for campus news bulletins

interior folding pane


Note: This Employee Wallet Card Template is provided by Informatica Corporation (www.InformaticaSecurity.com) at no charge.  

You may download, copy, customize and distribute this card within your organization provided you preserve a reference to Informatica Corporation and the above URL.





















SECURITY WALLET CARD		POLICIES


Corporate	Verify visitor badge and challenge strangers.


Policies	Verify that office door closes behind you.


		Enable computer password when stepping away.


		Encrypt all sensitive email communications.


		Do not email passwords, never write them down.


		Do not share or disclose your access credentials.





Department 	Keep your work on designated network share.


Policies	Document all data creation, copy, transfer, deletion


		Secure digital signatures and private encrypt.keys.


		Ensure home system security for remote access.





SECURITY WALLET CARD		REMINDERS


Awareness


	Report all unauthorized access to the premises and systems.


	In data and in personal security, here is no substitute for your vigilance.


Accountability


	Consider the implications before sharing, copying or disclosing information


	Your access privileges make you responsible for all your accessible data


Preparedness


	Document all suspected unauthorized activity. Make a note of error msgs.


	Keep a copy of corporate and departmental policies handy for reference.


PERSONAL SECURITY TIPS


Be aware of, and follow employer security and harassment guidelines.


Choose well-lit public areas and protect your bags. Read with your back against a wall. Travel: book rooms on upper floors and protect your PC.








CRITICAL CONTACTS	Phone	Email


		


IT/MIS Department: 	_____________________________


Manager:	_____________________________


Office Administrator	_____________________________


Security Team	_____________________________





Reference Web site	_____________________________


Business Continuity Emergency Procedure:


_________________________________________________


Emergency Assembly Point: ____________________





GENERAL NUMBERS	Phone	Email


Police, Fire, Ambulance	_____________________________


Building Security	_____________________________


Property Management	_____________________________


Health & Safety	_____________________________


1. Personal: _________	_____________________________


2. _________________	_____________________________


3. _________________	_____________________________





INFORMATION HOTLINES


IT/MIS Contact: 	_____________________________�Departmental Hotline: 	_____________________________


Other Support Team: 	_____________________________


FlexProtect Security Support#:	_____________________________


Informatica Security Contact:	www.InformaticaSecurity.com (416) 431-9012





















1

Copyright © Informatica Corporation – All Publishing and Public Distribution Rights Reserved



