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Informatica Corporation Case Study #2:
Standards-Based Audit Preparation and Application Security Assessment
The Business Problem
Informatica was retained by the client - a government health industry group – to conduct a pre-audit
of their IT development practices in preparation for a full SysTrust audit, following the guidelines
defined by the CICA/AICPA’s Trust Services Principles and Criteria for Security, Confidentiality,
Integrity and Privacy. In particular, the client requested the following:
·
·
·

Evaluate the system’s compliance with such an audit
Discover security gaps and vulnerabilities
Offer guidance for remediation

The Approach
As with all our security assessments, this engagement depended on our FlexSecure Verify
methodology, strongly founded on industry best practices and designed for compliance with a variety
of standards and legislations. It was composed of three distinct phases – Data Collection, Analysis
and Reporting. In testing, we used both manual techniques and automated methods.
The analysis focused on the following two areas:
1. NETWORK SECURITY ASSESSMENT – This is a security analysis of the technical
infrastructure, network elements, access control, monitoring, and firewall policies. Critically,
this also includes penetration testing through the Internet and dial-up access devices.
Analysis of DNS and mail servers is often included in the assessment.
2. APPLICATION SECURITY ASSESSMENT – This is an evaluation of custom and commercial
online applications. It includes a thorough analysis of the platform: interface, middleware and
back-end. We use automated tools to test applications against thousands of vulnerabilities,
narrowing down the risk scope and identifying potential exploits.
We perform penetration testing and verify all results manually, producing a data vulnerability
report and a privacy impact assessment (if applicable/required). As part of the manual exploit
we focus primarily on the discovery of confidentiality issues.
The application security scanning process reports on such potential exploits and
vulnerabilities as: parameter manipulation, cross-site scripting, SQL injection, directory
traversals, buffer overflows, hidden fields, common files, path truncation and directory
enumeration.
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Every security assessment produces a comprehensive report and a summary of findings and
recommendations. The latter is a live presentation designed to inform the client’s management of the
outcome of the assessment, answer questions and communicate key findings at a high level.
Deliverables often include:
1. An executive report, complete with risks and high level impact assessment
2. An IT report, including detailed remediation information for operations staff
3. Live interactive presentation for management
4. Reference and additional materials
5. Optionally, recommended tools to get the remediation process started

Findings
Our network security testing followed the same path that would be taken by a malicious hacker
operating externally and seeking to attack via the Internet or any other external method. This phase is
divided into three steps: passive discovery; automated testing; and manual exploitation.
During the passive discovery phase, we examined the following areas:
· Whois and Network Whois
· Routing and Domain Name Services
· Traceroute
· Probe for running services
· Anonymizer
· Offline Browsing
· Fingerprinting and Site History
The automated testing phase included the following tests:
·
·
·
·
·
·

Greybox Testing
Subnet Scanning
Testing for Open Trojan Ports
DNS, SNMP and Port Testing
Email Testing
Application-level security tests (using Acunetix, Achilles 0.27 Proxy, Microsoft Baseline
Security Analyzer, Cenzic Hailstorm and SPIDynamics WebInspect)

The manual process that we followed saw us use the provided passwords to gain access to the site.
Once there, we verified that we could legitimately change the data (thus having an impact on data
integrity) due entirely to the access level of the user.
Our overall review of the security of the group’s web site, related systems and applications was
positive, especially in light of the status quo for most such environments.

Recommendations
Even though the overall review was positive, we were able to provide several recommendations
to improve security. These included:
1. Update platform software to the latest stable version and use the recommended
techniques to verify the absence of documented vulnerabilities, even if they do not apply
to the client’s environment, to avoid attention.
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2. Use domain locking options to restrict as much information about the domain names as
possible.
3. Anonymize contact names and email addresses to avoid social engineering attacks and
email password theft.
4. Apply strong password policies, since by using email address verification tools, and
knowledge of any number of existing addresses, anyone can use automated means to
discover existing accounts and brute force email accounts which are rarely connected to
intrusion detection systems and also rarely change passwords.

Case Study Summary
Employing Informatica’s FlexSecure Verify methodology, over the course of this assessment we
launched approximately 250,000 automated attacks and dozens of manual exploit attempts to
validate automated results. We collected over 1 gigabyte of data and employed three of the leading
security assessment tools on the market to correlate much of the information. Our comprehensive
security assessment report and summary of findings indicated that the overall level of security was
good. Nonetheless, we were able to provide several recommendations to improve the security
posture.
For assessments that have an additional purpose related to 3rd party audits, regulatory requirements
or credibility-related efforts, we can also issue a Statement of Opinion that can serve as a public
statement and professional description of this independent endeavor.

Confidential – Copyright Informatica Corporation – All Rights Reserved

-3-

